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A Mirror, Not a Glass Door

Legal Code and Software Code in Practice

Justin Petelka, Megan Finn, Janaki Srinivasan, Elisa Oreglia, and A. P. Janani

What was supposed to be like a glass door that lets me see through what
Google is doing with my data, instead of making this a glass door, they’ve
just made it a mirror.

—Participant P15, India, talking about their Google data

In this chapter, we explore the uneven and shifting practices of data ac-
cess rights through the experiences of people requesting their data from
different companies in India, the United Kingdom, and the United States
in 2019-21. This is the period after the General Data Protection Regu-
lation (GDPR) of the European Union (EU) went into effect in 2018 and
during a period of legal change, in the United States with the implemen-
tation of the California Consumer Privacy Act (CCPA) in June 2020, and
in India with the drafting of the 2019 Digital Personal Data Protection
Bill." While the GDPR applies to data processed within the EU or from
EU residents, we argue that GDPR’s scope in this period extended beyond
EU borders because multinational company infrastructures extended from
the EU to countries with different regulations, compliance and enforce-
ment protocols, and even cultural conceptions of data privacy. Building
on analyses of written laws, we evaluate the influence of the GDPR be-
yond the EU (called the Brussels Effect) and the CCPA’s influence within
the United States (called the California Effect) by analyzing data infra-
structure outputs.” We explored the byproducts of both legal code and
software code by working with research participants in the three coun-
tries to request, and to examine the process of requesting and accessing,
their personal data from the same multinational companies and region-
ally operating companies. Our research articulates what we call trickle-
down GDPR, an important mapping of the ways corporations translate
national laws into their technical infrastructure and then how people ul-
timately experience those laws in different regions.

Rather than focusing only on legal doctrine or technical infrastruc-
ture, we map individuals’ experiences of both in a concrete, ground-up
way in order to understand the connection between the making and the
intended effect of laws, and the actual practices that emerge from these
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laws and technical infrastructures. We interviewed 19 participants in the
United States, India, and the EU who made 38 unique data subject access
requests (DSARs) to companies, and we documented their experience of
this process. We show that trickledown GDPR does appear to be real: com-
panies that fulfilled data access requests in the EU also extended those
rights to data subjects in India and the United States. Companies that do
not operate in the EU, however, mostly did not respond to data requests.
There were exceptions: one US company that did not operate in the EU
inconsistently responded to data requests, and participants in India were
unable to access data from Amazon. We examine the wide variability in
companies’ interpretation of GDPR legal code as incorporated in the soft-
ware code which powers the infrastructures that process data.

The experience of people requesting access to their personal data is not
reducible to just the legal code or the software code: any analysis of the
efficacy of the GDPR and similar laws must consider the lived experiences
of users too. While we show that data access rights exist for non-EU citi-
zens and residents who are requesting data from companies that operate
in the EU, we are also circumspect about how these rights are meaning-
ful. Further, these experiences of users also introduce new questions such
as, How do GDPR’s data access rights address information asymmetries
between civilians and tech corporations? Data requests are expected to
provide a certain level of transparency and be a cornerstone of data pro-
tection, but most of our research participants felt that GDPR and data ac-
cess rights did not allow them to catch a glimpse of the companies’ inner
workings as they expected—they were a mirror, not a glass door.

In the chapter epigraph, we invoke An Engine, Not a Camera, in which
author Donald MacKenzie showed that financial economics was in fact
“an active force transforming its environment, not a camera passively re-
cording it.”* Whereas many participants were expecting a glass door they
could peer through to see some of the logic and modus operandi of a data
controller, they instead found a mirror—a reflection of only themselves in
their data. Furthermore, when people requested access to personal data,
what data companies had about people remained unclear. Despite the per-
formance of transparency (and compliance with transparency-focused
laws like GDPR), no participant could read corporate privacy policies or
see their data and come away with an idea of which data were being col-
lected by the company, how they were kept, or what purpose the data
serve for the company. The companies produced the problem of personal
data access and, through control of the corporate infrastructure, the sup-
posed solution: the process of data request and access.

This paper unfolds over two parts. The first describes the scholarly
background that helped us map the relations between legal code and soft-
ware code. The second part describes our efforts to understand how soft-
ware code and legal code translate into user experiences. In the first part,
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we begin with personal data access in different legal regimes in the EU,
United States, and India. We then discuss different conceptualizations of
the application of local laws to transnational infrastructures. Following
this review of legal regimes and their deployment in transnational con-
texts, we discuss the scholarship on GDPR compliance practices. In the
second part, we describe our research process, starting with our research
design, structured to understand whether and how different companies
(both those that operate across and those that operate within regions of our
study) incorporate the GDPR into the process of personal data requests.

Legal Code and Software Code

The next two subsections describe the different historical and political
backgrounds of the EU’s, United States’, and India’s approaches to data
protection and data regulation. Rights of access, rectification, cancella-
tion, and objection (ARCO) are now defined and protected by different
laws and regulations in different jurisdictions, particularly the European
Union’s 2018 GDPR. The 1995 Data Protection Directive (DPD95) and
the GDPR created requirements for organizations that collect and process
“personal data,” called “data controllers.” Among the requirements for
data controllers is to recognize a series of informational rights granted
to “data subjects.” To comply with these obligations, EU organizations
in every sector implemented procedures for rights bearers to access their
personal data—reflecting a concept with a history reaching back a half
century.’

European legislators began discussing the idea of data protection, in-
cluding the right of access to personal data, more than 50 years ago. In-
creasing international data flows and widespread access to telephony, data
storage, and databases created issues of jurisdiction; in response, some
European regions passed data protection laws in the 1970s.° This legisla-
tion signaled the beginning of tensions around data flows that are still
playing out today between multinational corporations and states. Corpo-
rations argued that information was immaterial—a special kind of good
that cannot be depleted and needs other information to multiply. Euro-
pean states, however, saw information as another good, produced in spe-
cific places, whose flow and boundaries had to be controlled by the state
itself or through international agreements. These two perspectives to-
gether provided scaffolding for the growing production of information as
a commodity. The Organisation for Economic Co-operation and Devel-
opment (OECD), the European Economic Community (EEC), and other
entities, began to issue data protection laws and attempted to regulate
international data flows.” Alongside these efforts, “developing countries”
started to push back against the free flow of information, which they saw
as asymmetrical.® In the late 1980s and early 1990s, the emergence of the
World Wide Web, with its supranational standards and governance, the
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increasingly global presence of US tech companies, and the libertarian
politics that underpinned the computing industry of this era slowed at-
tempts at global regulation of transnational data flows.” Yet European
countries continued to enact national data protection laws, which were
harmonized into a single cohesive framework by the EU through the
DPD95, followed by the GDPR.!

The right of data subjects to request the data held about them through
a DSAR is a cornerstone of GDPR and the subject of this chapter." Legal
scholars Jones and Kaminski argue that ARCO rights such as DSARs are
crucial to data protection: “Only through knowing about and participat-
ing in what information governments and companies hold on them can
individuals check unchecked power, regain some (but not absolute!) con-
trol, and push back against manipulation in the information age.”" Thus,
DSARs can be understood as a form of information transparency like that
emerging from the Freedom of Information Acts (FOIAs) in the United
States and United Kingdom and the Right to Information Act (RTI) in
India.”* While individual data access is one of the fundamental building
blocks in the GDPR’s complex regulatory scheme, DSARs cannot alone
ensure data protection, as Ausloos and Dewitte have argued: “The right
of access both acts as a necessary first step enabling the exercise of most
other data subject rights, and as a strategic tool to assess compliance with
data protection law more broadly”"* Thus, though data access has limited
effectiveness in regulation and is focused on individual rights, “the right
of access can therefore be a vehicle not just at an individual level but also
as the catalyst to pursue legislative reform and policy considerations.”*
The potential of DSARs to check power asymmetries lies in collective
action.'®

Alternative Approaches to Data Regulation

By comparison, US approaches to ensuring privacy and protecting data
from corporations are not based on natural rights or collective harms. The
implicit assumption parroted by corporations is that consumers trade
personal data for goods and services by consenting to different legal agree-
ments. However, this transactional approach obscures the fact that users
don’t know what data are collected about them and that platforms share
their data with other, undisclosed organizations. The current transac-
tional approach to consumer data was not always the case, as illustrated
by the National Data Center efforts in the 1960s, the Fair Credit Report-
ing Act of 1970, the Ware reports, the Department of Health, Education
and Welfare 1973 report (which included a first description of Fair Infor-
mation Practices [FIPs]), and the US Privacy Act of 1974."

Today, US information privacy rights are enacted through a patch-
work of sector-specific laws, often through regimes of notice-and-choice
in which individuals are treated as consumers who theoretically can decide
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whether to participate in using a service based on transparent and accu-
rate descriptions of data collection by different entities.”® This individual-
ized consumer model presumes rational deliberation and real choice—an
approach to privacy that does not reflect how people actually work.”
While the consumer model’s appeal in the United States has deep ties to
notions of progress, technology, and innovation, the gap it creates be-
tween the imagined citizen of US market discourse and a real citizen is
a legal fiction according to which consumers are presumed to have read
and understood a company’s data practices when they accept the terms of
a privacy notice.”

The US approach to privacy has resulted in data protection laws dis-
tinct from the EU tradition, such as the California Consumer Privacy Act
(CCPA), which became effective January 1, 2020.* The CCPA and other
state data laws such as Virginia’s Consumer Data Protection Act oblige
for-profit entities that collect consumer personal data to recognize the
rights of state residents, such as the right to access personal data and other
ARCO rights.*

The informational rights regime in India appears to draw on both the
European and American values described above and aspects of the local
legal landscape and politics. India’s Digital Personal Data Protection Act
was passed in 2023, though a data protection law had been discussed
since at least 2017. The 2023 law came from a fresh draft of a bill that was
tabled in 2022, after the 2019 version was scrapped. Many aspects of the
2023 law, as well as the preceding 2019 draft bill and the Srikrishna Com-
mittee report of 2018, appear to mirror the GDPR. These legal documents
share the broad definition of “processing” of data, many forms of data are
classified as “sensitive,” and they include the requirements of data mini-
mization, purpose limitation, and consent.”

While influenced by the GDPR, India’s Data Protection Act and draft
bills were also influenced by the reafirmation of privacy as a fundamen-
tal constitutional right based on the 2017 Puttaswamy judgment of the
Indian Supreme Court.** The Srikrishna Committee highlighted in its ex-
pert report that the “core of informational privacy is a right to autonomy
and self-determination in respect of one’s personal data. Undoubtedly, this
must be the primary value that any data protection framework serves.”*
The Indian act (and earlier draft bills) differ significantly from the GDPR
in the exceptions it makes for the state; legal scholar Graham Greenleaf
has labeled a previous draft “GDPR-lite with Chinese characteristics.”*
Another important provision in the 2023 act is its amendment to the
Right to Information Act that abolishes the obligation to provide a citizen
any information seen as personal (thus providing an absolute rather than
a conditional exemption).”” As of this writing, the provisions of the Indian
Personal Data Protection Act and the draft rules required to operational-
ize the act that were released for public consultation in January 2025 are
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subjects of fierce debate in academic, popular, and policy circles,? partic-
ularly against the backdrop of the country’s recent pervasive use of digital
ID systems,* the 2018 National Policy on Al, the national Automated Fa-
cial Recognition System, and, ironically, the act’s amendments to the Right
to Information Act that would reduce the ability of citizens to access
information.*

Translating Legal Code into Technical Code

We recruited participants from three countries—the United States, the
United Kingdom, and India—with different legal regimes in order to un-
derstand the interaction of transnational and local laws in 2019-21. The
potentially internationalizing qualities of the web set up tensions between
local laws and global infrastructures. On one hand, examining the laws
of different regions often showcases variations in interpretation of words
by class, work expertise, and geography. In Trying Leviathan, Burnett
shows how a trial about whale oil regulation ultimately hinged on whose
categorization of a whale would prevail—the naturalist’s as a mammal or
the layperson’s as a fish. In the New York case of Maurice v. Judd (the sub-
ject of Trying Leviathan), the interpretation of locals held primacy over the
interpretation of nonlocal “easterners.”®' On the other hand, a transna-
tional organization must negotiate multiple, sometimes conflicting, na-
tional laws in order to maintain business activities in different countries,
including development and deployment of technical infrastructure. IBM,
one corporation with a global footprint, set a historical precedent by
working within and shaping many legal and political regimes.*

Given the ambitions of personal data access and the nature of transna-
tional corporations that must comply with the GDPR within EU borders,
a closer look at how EU laws shape global practices is warranted. Legal
scholar Anu Bradford has characterized the transatlantic impact of EU
regulation as the “Brussels Effect,” suggesting that the EU can unilaterally
regulate global markets through market mechanisms.” Paul M. Schwartz
suggests, however, that the expansion of EU law has more to do with the
appeal of high standards for data protection and its portability to other
legal contexts.’ The diffusion of legal regimes for data protection into
low-resource countries may also play into historical arcs of marginaliza-
tion and colonization.* Studies of on-the-ground privacy practices and
belief show variability in expectations and understanding of “privacy”
across countries and within them, based on social position.* For instance,
ideas about privacy vary within India based on people’s social position and
their varied encounters with the state.”

Our study suggests that in addition to EU influence on laws, the power
of the GDPR lies in transforming other nations’ digital infrastructures. As
Jones and Kaminski argue, this transformative effect is deliberate: “Much
of the work the GDPR aspires to do is beneath the surface, changing cor-
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porate infrastructure and processes and reprioritizing decision-making
around data protection rights and values.”*® Thus, the impact of the GDPR
regulation emerges materially in private internet infrastructures that ex-
tend beyond EU borders. GDPR requires that states and corporations work
together to enact the regulation in an arrangement called “collaborative
governance.” The ongoing collaborative governance between transna-
tional corporations that operate infrastructure and the EU creates border-
crossing material infrastructure that sits in the gap between “law in books”
and “law in action.”™ The results of data requests are the material represen-
tations of the law in action or the ways a corporation has enacted GDPR."

Understanding the Impact of the GDPR

Theoretical and legal scholarship on rights in the EU analyze the legal
and historical contexts of international data policy and interpret the
requirements of law.*? In contrast to law in books, scholarship on ARCO
rights in practice (law in action), breaks apart the exercise of data rights
into smaller subprocesses and focuses on evaluating company compliance.
While it is possible to see how written laws compare with one another, it
is much harder to see how different companies have interpreted and en-
acted the GDPR and how they have translated the legal code into software
code that enables something like a DSAR. While there are provisions in
the GDPR for auditing, the audits are not required to be public.*’ Scholars
have thus adopted a range of approaches to analyzing GDPR’s effects
through automated measurements of GDPR compliance such as privacy
policy statement length, topics covered in privacy policies, requirements
of data portability requests, and security risks to data subjects and data
controllers.*

In the US context, law and technology scholar Ari Waldman argues
that rendering data privacy laws ineffective is not an accident but a prod-
uct of one of the core goals of data privacy law, which, both in the United
States and globally, is to make privacy “doable” for companies.” Wald-
man borrows the concept of legal endogeneity from socio-legal scholar
Lauren Edelman to describe how data privacy law does not constrain,
restrict, or guide regulated entities but is instead shaped by the regulated
entities themselves.* Data privacy laws provide compliance professionals
(e.g., lawyers, engineers, privacy professionals, and risk managers) a wide
berth to interpret what “compliance” means in practice and to design
processes by which to fulfill corporate goals of efficiency and profitability
that act as symbols of following the law. These symbolic structures in turn
shape the everyday practices of judges, regulators, data controllers, and
data subjects who, over time, normalize these symbols as adequate data
protection and privacy measures and even hail them as groundbreaking.
Similarly Con Diaz’s history of patent law explains how corporations’
interpretation of the concept of software, and thus what is regulated, are
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bound to their interests.” In the area of DSARs, corporations have sub-
stantive leeway in interpreting the GDPR; this research suggests that cor-
porations decide how to implement GDPR within their technical infra-
structures so as to obey the letter but not the intention of the law.
Researchers have also assessed the “practical reality” of exercising
ARCO rights in the EU by using various rubrics, such as success versus
failure, compliant versus noncompliant, complete versus incomplete, easy
versus difficult, and satisfactory versus unsatisfactory.*® These approaches
to analyzing the technical infrastructure of both automated methods and
DSAR compliance metrics is important for ensuring GDPR compliance.
However, they do not necessarily capture the gaps in human experience
of engaging with such infrastructure, mediated by users’ own technical
infrastructure, skills, and expectations, or the meaning making that hap-
pens as people make sense of their experiences dealing with a corpora-
tion’s technical infrastructures. Our DSAR-focused study seeks to add
an additional layer of analysis to Norris and colleagues “law in action”
by looking not only at results but also at processes in order to understand
some of the practical accomplishments of GDPR in the EU and beyond.

Personal Data Requests and Data Access in Practice

To understand how DSARs are addressed in different legal regimes, we
recruited 19 participants from India (7 participants), the United States
(6), and the United Kingdom (6). Data collection was conducted in over-
lapping phases through surveys and interviews between September 2019
and March 2021. Crucially, all UK access requests were completed (and
data retrieved) before the United Kingdom left the European Union on
January 31, 2021, and all US requests were completed after the CCPA
came into effect on January 1, 2020, by participants outside California
and prior to the passage of India’s 2023 Personal Data Protection Act.
Participants were recruited from single states (Washington in the United
States, Karnataka in India) or nations (England in the United Kingdom)
through our personal networks. Our participants were residents of these
states but were not necessarily citizens and tended to have high levels of
education.

In addition to understanding how DSARs are experienced with trans-
national companies in different countries, we also wanted to find out how
DSARs worked in companies that did not operate across all three regions,
and whether transnational and domestic companies had different prac-
tices. Understanding whether transnational companies fulfilled DSAR
requests outside the EU and whether companies that did not operate in
the EU fulfilled DSAR requests helped us understand the reach of the
GDPR. We selected several transnational companies that operate in all
three regions—Google, Amazon, Facebook, and Spotify—and a number
of domestic companies that operate in only one of the regions: Monzo and
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Ryanair in the United Kingdom; Alaska Airlines and Venmo in the United
States; and Reliance Jio, Paytm, and Flipkart in India.* In addition to re-
gion, we also selected companies based on economic sector, focusing on
transnational media, technology, retail sales, and regionally operating
aviation and financial companies.

Although we intended to conduct the same protocol in all three regions
simultaneously, we ended up using two different protocols. Our initial
protocol was inspired by Ausloos and Dewitte’s 2018 study.”® We created
a series of questionnaires that walk respondents through the process of
requesting personal data from two services and reporting their experi-
ences; after the questionnaires were completed, we interviewed partici-
pants. We began recruiting participants in all three regions in September
0f 2019. While 7 of 10 participants in India completed the initial protocol,
participants in the United States and United Kingdom struggled.

We then revised our protocol for US and UK participants, replacing
questionnaires with two remote interviews via Zoom to first record peo-
ple’s experiences in making DSARs and then analyzing the data they re-
ceived. We recruited participants from outside California in the United
States (the only state with data privacy laws at the time of the study) and
United Kingdom and asked them to send DSARs to two different ser-
vices. During one- to two-hour interviews, participants were encouraged
to think aloud while sharing their screen (only if the participant was rea-
sonably confident a file did not contain any sensitive information).” The
interviewer also encouraged participants to ask questions if they ran into
obstacles—which they consistently did.

Table 3.1 summarizes what our participants received. Our work shows
evidence of trickledown GDPR: 27 out of the 38 access requests made
by our participants resulted in a participant receiving some kind of data.
With the exception of Amazon DSARs from India, all of the transnational
companies responded to DSARs with data regardless of the requestor’s
location. And most, though notall, US and Indian companies that did not
operate in the EU did not fulfil data requests. We hypothesize that Venmo,
the US company that does not operate in the EU yet complied with DSARs
(albeit inconsistently, returning different file formats to different partici-
pants), might have been influenced by CCPA. But, since the timing of our
work overlapped with CCPA implementation, more research is needed
to understand the effects of CCPA and other data protection laws in the
United States.™

The Experience of Codes

In this section, we discuss our findings, focusing on how access requests
worked in different jurisdictions and for different companies. Our descrip-
tion focuses on the process and the results of DSARs because both played
an important role in how participants interpreted their rights under data
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protection laws. A complex data request process, followed by files that
were not easy to interpret or even to open, influenced people’s perception
of how transparent the process really was. While past work has framed
DSAR activities as successes or failures, the experiences of our partici-
pants defied clear metrics. Therefore, rather than framing our findings
on the data access request in terms of success or failure, we describe them
according to the ways requestors experienced DSARs in order to illustrate
the range of ways legal codes were translated into software codes. Both
the data that requestors did and did not receive, and the process of mak-
ing the data request were essential to users’ understandings of whether
DSARs were actually helping users gain insight into what kinds of per-
sonal data corporations held.

Transnational companies (e.g., Facebook, Google, Spotify, and Ama-
zon) have processes for providing data on request. Unlike the processes
that domestic companies follow, those of the transnational companies are
both integrated (that is, not operated by a third-party service) and at least
partially automated. Facebook and Spotify provide “download my data”
buttons in their settings, while Amazon places its in the help documenta-
tion. Google provides a special service (Google Takeout) for requesting
data from all its products separately or at once. Transnational companies
usually returned data the same day but took no longer than a week (table
3.1). For those domestic companies that provided data at all, the data was
returned within 20 to 23 days (with the exception of Ryanair, who re-
turned data in 2 days).

To the extent that the DSAR and GDPR’s informational regime hinges
on access, individuals need to be able to request data. Participants often
could not figure out how to conduct a DSAR, as we explain with examples
from Amazon and Monzo. Of the transnational companies, Amazon
posed notable challenges for our participants. In all three countries, par-
ticipants struggled to identify where and how to download data from
Amazon. Ultimately, both participants from India were unable to retrieve
any data from Amazon, despite contacting customer service. Where a
“download my data” button did not exist, participants faced other chal-
lenges. Participant P7 spent several hours trying to request and unlock
data from the UK-based payment service Monzo by exchanging emails
with the company asking for data and finally scheduling a call with a
representative to obtain the password over the phone.

While policy readability serves a critical role in compliance, the ap-
proach adopted by our participants highlights that using privacy policies
does not reflect the processes users undertake in trying to obtain data.”
Participants looked at privacy policies less than a third of the time when
they were making requests of transnational companies. On the other hand,
during almost half of the request attempts, participants used Google with
searches such as “access personal data amazon” (P9, UK). Thus, although
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data download processes can be touted as streamlined and straightfor-
ward, they were not. Comments from our participants warrant future re-
search about how personal data is transferred and combined with data
from other firms.

If making a data request took these many forms, the steps involved in
receiving the data were no less varied or complex. Since various actors and
services are responsible for enabling access requests, the receipt of data
could fail in many ways and at several stages. For instance, while request-
ing data from the UK-based airline Ryanair, P7 encountered OneTrust, a
privacy management service. Two days after successfully requesting data,
OneTrust sent an expiring link via email to P7, which the participant then
used to successfully access their data on OneTrust’s web platform. How-
ever, P7 was not aware that the link would expire and did not download
the data before our interview. Similar to other participants who encoun-
tered this problem, we simply rescheduled the interview and P7 remade
the request. When we reconvened, P7 noted that OneTrust had not yet
sent the expiring link as expected. After some cooperative troubleshoot-
ing, we discovered that, coincidentally, Gmail was experiencing an outage
and the participant was unable to receive emails at all. We made one more
attempt the following day, but ultimately were unable to receive the veri-
fication email from OneTrust. This example underlines the complexities
of underlying infrastructures that support data access in practice, and
also shows that in some cases third parties have at least limited access to
personal data.

The Black Box of Data Collection Remains a
Black Box for Users

When participants received data, most across geographies described being
concerned about what the companies really understood about them, how
and why companies had classified them as certain types of users, or why
they were given certain kinds of data. Our research participants were not
privy to the reasons why companies chose to keep certain data about
users and not others. But they were less concerned about this information
asymmetry than about the imbalance of power between themselves and
corporations.

Participants did not know what to make of the data that were provided
to them. They speculated as to whether the data were complete and why
certain information was included or excluded—deliberately or because of
incompetence. This led to more guessing about the for-profit companies
that held the data. Rather than increasing the sense of control, for some
participants the process of requesting their data did the opposite. For ex-
ample, users did not understand why they received data from services
they did not use but that were owned by the companies from which they
had requested data. A participant making Amazon requests was surprised
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to learn that there was data about them associated with an Amazon prod-
uct (Alexa device) that the participant did not own. When asked whether
they thought the data they received were all that the company held on
them, one participant expressed confusion: “I obviously do not think that
this is all they have. . .. T have no reason to think that they do [have more
data] but, yeah, some part of me thinks that they for sure have more stuff.
But, yeah, there’s no basis for this. It’s a gut feeling” (P5, United States,
regarding Spotify and Amazon data requests). The participant couldn’t
know whether these were all the data that a corporation had about them.

The many formats of data added to the confusion and sense of being
powerless experienced by participants: they felt upset at being analyzed
by companies in ways that were not accessible to themselves. The fact that
data came packaged inconsistently as PDF reports, JSON files, or CSV
spreadsheets led to frustration. One participant expected “something more
in text format, or something even in spreadsheet format. Something, a
report, of how am I behaving or how am I interacting with such softwares
or application. I wasn’t expecting codes and riddles or anything. I have no
idea what this is” (P8, UK).

Participants wondered about the link between their behavior on a
specific platform. P5, based in the United States, wondered about being
labeled an “alcohol buyer” on the basis of Spotify activity despite self-
identifying as a practicing Muslim. The corporation’s code gave partici-
pants access to their personal data, but this only led confused participants
to speculate as to whether the data were accurate. Moreover, esoteric for-
mats and categories made participants feel powerless: “It gives me the raw
data, but it doesn’t really give me any idea necessarily on the power of this
data. And especially, and here’s another thing, is like my data individually
may not be worth a whole lot, but when it is in aggregate with every other
customer’s data, that’s worth a lot. They could do anything they wanted
with this information” (P4, United States, Amazon and Alaska Airlines
data request). Ultimately, participants expressed a sense of disappointment
on realizing that having control of their own data did not mean much in
terms of seeing what happens to the data within companies.

Expectations about what the GDPR allowed was confusing and some-
times empowering for users both inside and outside the EU. Participants
in the EU contrasted their impression that GDPR should enhance trans-
parency with the opaqueness of the process in practice. As P10 (United
Kingdom) pointed out, “The interesting thing is that GDPR makes it look
like, ‘Oh, here, I've got all this control, but if you actually look at the con-
trol it’s offering you, it doesn’t actually explain that, okay, if I say this,
what does it really mean for my browsing future?” (P10, concerning GDPR
cookie notices).

Interviewees in India and the United States thought that the GDPR
guarantees EU citizens a right to privacy—a popular yet incorrect under-
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standing of data protection.”* Comparison with European experiences
came up in several interviews with non-EU participants. For example, P4
(United States) said regarding Amazon data: “I have no way of knowing
like if I lived in another country, like if I lived in Europe, would they be
obligated to send me more. I have no way of knowing for sure if there is
more information on me. I just kind of have to trust that thisisall ... [t]his
is all there is.” Another participant imagined that, for companies that carry
on business globally and must comply with GDPR and California privacy
laws, it was easier to apply them to other jurisdictions rather than turning
them on and off. In India, research participants who were aware of GDPR
knew that it did not apply to their country; they wondered whether do-
mestic companies intended to comply, especially when taken in conjunc-
tion with the Indian Supreme Court’s 2017 Puttaswamy judgment, which
reaffirmed privacy as a fundamental constitutional right in India. Par-
ticipants were also confused about which data protection laws applied to
them, and felt the burden was on them to understand applicability: “So if
I can figure out which data protection laws apply to me, I can figure out
what rights I've got” (P6, United States, on Alaska Air’s privacy notice).

Even with the confusion about how laws might be relevant for people
living in different places, the possibility that users could obtain their per-
sonal data from corporations could be empowering. After successfully re-
questing data from Google (but not Amazon), P15, from India, attempted
to work through Flipkart’s resistance to giving them data: “I pressed [the
Flipkart representative] a little bit. I said, ‘See, I tried it on Amazon and
I got it. I tried it on Google and I got it.” At least Google by that time I'd
already given the request, so I know it’s possible. Amazon, I just simply
told [Flipkart] that [Amazon gave me data].” Though unsuccessful, P15’
experience with data controllers who complied with EU data laws shaped
their expectations as to whether data controllers in India (Flipkart) should
also comply with data access requests.

How to See the Nexus of Legal Code and Software Code

In this second part of the chapter, we have shown the nexus of legal and
technical infrastructures that support rights of access in practice, which
can only be seen through a bottom-up approach that focuses on the entire
process by which law is implemented in practice. We have distilled much
of this complexity in the simplified model of figure 3.1 to show how the
law in action is a tangle of corporate and individual practices, business
and personal motivations, and technical infrastructures. (The law in prac-
tice also includes how law is enforced in legal proceedings, in courts, and
so forth and is not addressed in this chapter.)

On the “data supply” side, there is the company’s technical infrastruc-
ture, wherein the legal framework is translated into actionable requests via
software and code. On the “data demand” side is the personal technical
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infrastructure of data requesters, often a complex combination of various
devices, software, and connectivity. There is also a wide variation in the
(technical) personal skills that might be necessary to pursue the data re-
quests and to open and interpret the files received. DSARs are the con-
nective tissues between these two technical infrastructures and the wider
influence of laws affecting data and the expectations they might engender
(even if unfounded in law).

Conclusion

As we note in our opening to this chapter, in An Engine, Not a Camera,
MacKenzie emphasized that the field actively transformed their object of
study. As a tribute to this insight, we borrow a quote from one of our
research participants for the chapter’s title, “A Mirror, Not a Glass Door”
and to show how companies, through their acquisition of personal data
and control of data infrastructure, construct the conditions of data re-
quests and data access:

What I initially thought was a very powerful option, that GDPR. ..
Oh my God. I know it’s not like they can keep so much data about
me. They have to show me what all they know about me. But, in fact,
the way they’re giving me data, clearly, it’s like, they’re holding a
mirror to me. Yeah. So it’s literally that right then what was supposed
to be like a glass door that lets me see through what Google is doing
with my data, instead of making this a glass door, they’ve just made
it a mirror. They’re like, oh, you want your data here? This is the data
you gave me. They’re just holding up a mirror to my face and saying,
these are the data that you gave. This is not what this was. At least in
my understanding, that’s not what I expected. But I realized that
that’s what they’re giving. So that is something that I find was an
important thing. So there’s still, whatever dump I've gotten leaves
me no more intelligent than I was before I got this data. (P15, India,
on Google data)
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Figure 3.1. Provisional
model of law in action for
individual users acting in a
private capacity.
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Our participants did not get the transparency that they expected data
access would give them. As Waldman suggests, legal endogeneity in data
protection laws can entrench corporate power over data by creating sym-
bols of compliance that do little to achieve the emancipatory goals of data
protection laws.

The metaphor of a mirror for personal data held by companies has
been used before, with privacy researchers Ausloos and Dewitte observ-
ing that “data protection law and the values it aims to protect are but an

» «

illusion when assessed through a one-way mirror.” “Shattering one way
mirrors” can be done by aggregating collective experiences of exercising
data rights.” But can these mirrors really be shattered by individuals who
aim to find out how a company “sees” them through their data? Our work
suggests that while aggregated assessment of data access requests could
shatter mirrors, most people’s experience remains that of looking in a one-
way mirror.

Instead of a straightforward story about legal code regulating soft-
ware code and producing particular results, the combination of software
and legal code to enable personal data requests and access produced non-
deterministic experiences for users because of variations in their personal
computing infrastructure, individual expectations, and expertise (as in-
dicated in figure 3.1). While the experience of our participants in attempt-
ing DSARs was mired in confusion and speculation, we also saw some
glimpses of what Michael McCann calls “rights consciousness” as our
participants interpreted their rights and asked for their data.*

Despite all of these confusions, our research provides evidence for
trickledown GDPR: residents of India and the United States have per-
sonal data access rights for most instances when companies operate in the
EU. Multinational corporations incorporate data privacy and protection
laws into data infrastructures, extending the borders of legal regimes. A
number of questions then emerge from our explorations of the variable
experiences of trickledown GDPR: Are Indian and US residents experi-
encing a kind of European imperialism as EU rights are extended to con-
texts with different ideologies, cultures, and modes of data governance?
Should we read trickledown GDPR as European values pushing back
against the imperialism of dominant US technology firms? Have transna-
tional companies empowered US and Indian residents with new rights?
Does trickledown GDPR translate in other regions beyond those we ex-
amined? For example, China’s new data protection laws were modeled on
GDPR. Our experience shows that variation in the ways laws are imple-
mented make it unlikely to be a universal experience, and the nuances are
hard to predict with Chinese firms and require more research. As we have
shown, moving from symbolic compliance into real protections cannot be
done solely by examining legal and technical codes but must be grounded
in people’s actual experiences and goals.
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